™ MFA 4 SAP ™
I o o c Multi-Factor Authentication
to Protect ANY Function in SAP
Prevent ATOs and Enforce ZERO TRUST Download the latest updated version HERE

Your Pain Points — addressed by bioLock:

* Eliminate Password Sharing * Reduce Signature Times * True Compliance
* Prevent Account Take Overs * Enforce 4 Eyes Principles * Clear Accountability
* Reduce Risk of Hacker Access * Secure SAP Admin Profiles » Safe Fast User Switching

* Reinforce SAP GRC and SOD’s * Dual Confirmation Approvals * Effective Fraud Prevention

WHAT - does bioLock do to Enforce Zero Trust?
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With Zero Trust, No Actor can be Trusted Until they’re Verified! “ !
bioLock allows you to set unlimited re-authentication checkpoints | w i
and use MFA technology, including biometrics, to ensure only ‘ :
specifically invited users get access to sensitive functions or data Jlick t » watch!
inside SAP. See this video to learn how only verified and invited "

authorized users can logon, access, and change data (YouTube). 4 Min bioLock DEMO
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HOW - does biolLock do it?
MUST SEE CONECPT

Using Biometrics to This presentation is a very condensed 10-min Mini Demo
Video explaining in detail how the bioLock technology
works in SAP. You will see how easy it is to protect the
functions and even buttons. Learn how corruption and
collusion controls are established with additional “Allow
List” and “Dual Confirmation Groups”. Further, you will
see how users, identified with biometrics, are recorded in
Watch this 10-min Technical Presentation (YouTube) the log file for compliance and accountability.

WHY - Because Top IT Security Concerns Call for MFA as TOP Defense Strategy to Enforce ZERO TRUST:

Top IT Security Concerns for 2022: Prevent ATO’s Top 2 Strategies to Defend:
el 1 Phishing for Passwords “Account Take Overs” 77% 72%
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Zero Trust = No actor can be
Manintnemiddieatiacks A trusted until they are verified

Source: Salesforce Research Top

Data Security Trends for 2022 Learn more about MFA for SAP : www.MFA4SAP.com
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https://youtu.be/1XBpMGYn5cw?si=OmjB6Bpep3tuzqeQ
http://www.yout-ube.com/watch?v=1XBpMGYn5cw
https://www.yout-ube.com/watch?v=QNWuxVS11xw
https://www.yout-ube.com/watch?v=QNWuxVS11xw
http://www.mfa4sap.com/
https://realtimenorthamerica.com/download/a___bioLock_TWO_Page_MFA/bioLock_MFA4SAP_Overview.pdf

=
™ MFA 4 SAP "
I o o c Multi-Factor Authentication
to Protect ANY Function in SAP

Prevent ATOs and Enforce ZERO TRUST Download the latest updated version HERE

I DP Top 15 Customer Problems and the bioLock Solution Approach

These are the TOP 15 reasons why our customers have moved
forward with deploying 2FA/MFA, including biometrics, in their
SAP Systems. This document summarizes the problems that the

customers had and how it was solved with bioLock in SAP (PDF)

REASONS

bioLock Use Cases from Customers

The best way to create awareness about the bioLock
technology is to share what other customers have used

the technology for. Read this 2023 SAP News Article about a
Global Oil Company using bioLock to reinforce SAP GRC (link)

bioLock

Download 300+ Transaction Examples that our customers have protected over the years (PDF)

Simple Concept Explained NYMI Band Biometrics for Gloves Protecting HR at in Brevard County (NASA)

Our Latest Educational Videos
Videos are the best way to learn
about the many different use cases
of bioLock. We have made a lot of
videos over the years, and you can
find the latest videos here (PDF)
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Check ID in SAP with Gloves
using bioLock and the Ny...

youtube.com

SAP Security Check on the
Function Level with MFA - ...
youtube.com

See How bioLock Works in Our Online Simulation

This is a great way for your teams to see how bioLock works
online (via a web browser). Take a test-drive of 20 popular
scenarios; see the logfile and the bioLock settings. Contact
us to arrange for a real test-drive of the entire bioLock
functionality with your data in YOUR SAP System!

TEST DRIVE bioLock ONLINE:
Test-Drive bioLock Online: www.bioLockSimulation.com www.bioLockSimulation.com

Stay Updated on SAP Security Info - Follow us on Social Media:
Most of our activities will be on LinkedIn! Please join our Biometric -
SAP Security Group and follow realtime North America on LinkedIn:

in]
Linked [l @3 YouTube @ cwittery

Contact us to schedule an online presentation for your team: Info@MFA4SAP.com
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mailto:Info@MFA4SAP.com
https://www.instagram.com/checkidinsap/
https://www.facebook.com/Realtime-North-America-Inc-119863491425095
https://www.youtube.com/user/realtimena
https://twitter.com/CheckIDinSAP
https://www.linkedin.com/company/realtime-north-america-inc.
https://www.linkedin.com/groups/12038962/
https://realtimenorthamerica.com/download/j_TOP_15Reasons_whyBiometricsinSAP/Top15_Reasons_Why_Biometrics4SAP.pdf
https://realtimenorthamerica.com/download/j_TOP_15Reasons_whyBiometricsinSAP/Top15_Reasons_Why_Biometrics4SAP.pdf
https://www.realtimenorthamerica.com/download/e__Case_Studies/bioLock__CaseStudies_downloadoverview.pdf
http://www.biolocksimulation.com/
http://www.realtimenorthamerica.com/download/f___Videos_forPosting/bioLock__LatestVideos_customer_overview.pdf
http://www.biolocksimulation.com/
https://news.sap.com/africa/2023/01/sasol-ensures-zero-trust-for-sap-financials-with-biolock/
http://www.realtimenorthamerica.com/download/z__ProofofConceptDocuments/Critical_Transaction_Protection_Suggestions_final.pdf
https://realtimenorthamerica.com/download/a___bioLock_TWO_Page_MFA/bioLock_MFA4SAP_Overview.pdf
http://www.realtimenorthamerica.com/download/f___Videos_forPosting/bioLock__LatestVideos_customer_overview.pdf
https://youtu.be/iSneiuBu5NM?si=h382vhVGnEhVgeBO
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